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Cell Phone Fraud – How To Protect Yourself 
• A scammer phones a target pretending to be their service provider. They claim there's a security 

issue with the account and that they'll be sending a code to the phone, which must be read back 
to them. 

• At the same time, the scammer contacts the service provider, posing as the target, and requests 
a four-digit code so they can verify and access their account. 

• The phone company sends the code to the target.  The target gives it to the scammer. 
• Now the scammer can use the target's identity to acquire new phones and other products to 

sell. He can also access the target's account and steal personal information, which can be used 
to take out credit in their name. 

What You Can Do - Here are seven key steps from Scambusters.org 
1. Set up a security password, usually a PIN number, with your service provider that stops 

anyone else from accessing your account without using the number to confirm their 
identity. This is quite separate and different from the number the company would send to 
you for verification, as outlined above. 

2. Freeze your record with the big credit scoring and reporting agencies. If anyone tries to 
open an account in your name, the lending organization won't be able to access your record 
to lend money. 

3. Service providers also use another organization -- the National Consumer Telecom and 
Utilities Exchange -- to check your creditworthiness and you can freeze your account with 
them too. For more information, visit https://www.nctue.com/Consumers 

4. Check your cell phone account regularly -- online if you can. Look for unidentified charges. 
5. Check your device every day to see if you can make a call. Contact your service provider if 

you can’t. 
6. If a caller claims to be from your service provider and asks you to read back a code they sent 

- don't. Hang up and call the service provider yourself to check whether the call was 
genuine. 

7. Don't disclose it confidential financial information over the phone. Don't post your phone # 
online. 

 


