
The FBI’s Top Cyber Safety Tips 
  

1. Use a good anti-virus program and keep all your software (not just anti-virus) 
up to date. 

2. Examine the address of incoming emails carefully. (You can check a real 
address hidden behind a false one by hovering your mouse pointer over it.) 
Also check spellings of these addresses and URLs -- addresses you type into 
your browser or that appear when you click on a link. 

3. Don't click on or even retype links in unsolicited messages. Always use 
addresses or phone numbers you've verified independently. 

4. Don't open attachments unless you're expecting them and have checked the 
sender's email address as above. 

5. Be wary of and check thoroughly all digital requests for a payment or transfer 
of funds. Do you really know where and why you're sending them? 

6. Be especially suspicious of any message that tries to pressure you into taking 
urgent or immediate action. 

7.  If you're asked to transfer money by wire, which normally can't be tracked or 
traced after you send it, confirm the request in person or over the phone -- but 
don't use a number listed in a message request. Look it up separately. 

Visit the FBI’s Cyber page, list of common scams, and the Internet 
Crime Complaint Center (IC3) to learn about current online risks. 

 


