Watch Out for Bank Fraud

According to Scambusters.org bank fraud typically it occurs when you receive a text, email
or phone message pretending to be from your bank or other financial institution. These
messages may say:

« Your account has been compromised in some way and that you should get in
touch via a phone number the scammers control.

« An email purporting to come from the bank contains a link that the victim is
supposed to click to check something in their account. But the link connects to
a phony page that looks like the real thing.

« The bank suspects one of its employees is defrauding them. Victims are asked to
cooperate by withdrawing a certain amount of cash, which they are supposed
to hand over to this employee (who is really the scammer).

« A victim is told that they need to transfer their money to a newly set-up account
to avoid being defrauded. But the new account is controlled by the crooks

What You Can Do to Protect Yourself

1. Always check with your bank if they sent you a message. If they call you —
hang up and call from a different phone to contact your bank.

2. Use a unique password for your online banking and change it regularly.

3. Check your online account every day so you can spot any unusual

transactions.

Keep your security software up to date to avoid malware being installed.
Don't give your account details to anyone, including an employer, until you
know they're genuine.

6. When visiting your online account, make sure you keyed in the address
correctly.

7. Use a credit card or a service like PayPal when you shop online, so you never
have to give out your bank details.

8. If you feel uneasy about a message you received and don't know what to do,
talk about it with someone you trust -- and contact your bank.

For more information see: www.scambusters.org/bankfraud.html
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