The Apple OS 14 Privacy and Security Features You Should Know

If you have an Apple iPhone or iPad that is less than 3 years old, your device probably has version 14 of
the Apple operating system. Now would be a good time to check that the Privacy settings are what you
want them to be. Open the Settings app and tap the Privacy section on the left. To the right you will be
able to change the privacy settings for your apps.
Location Services — If this is turned on tap on it to see which apps have
requested access to your location. Your options for each app are:

o Never: Never allow location data

. Ask Next Time: The app will prompt for your location the next time you launch it.
. While Using: The app uses your location data only while you’re using the app.

. Always: The app always uses your location data (not all apps have this option)

Other Privacy and Access Settings

Tracking: You can allow apps to track your usage across other apps and
websites, usually for purposes of personalized advertising.

Contacts, Calendars, and Reminders: Decides which apps may access your
Contacts, Calendars, and Reminders app.

Photos: Decides which apps can access photos stored by your Photos apps
and whether those apps need access to all or just some of your photos. There
are three choices:

. All Photos: Apps can access your entire library of photos.
. Selected Photos: Apps can access only the photos you specify.
(] None

Bluetooth, Local Network: Enable access for devices like headphones and speakers.

Speech Recognition: Access is usually requested by shopping apps.

Camera, Microphone: Meeting apps like Zoom need this access.

Health: This is a very personal decision — be careful what apps you give this access to

Research Sensor & Usage Data Collection: If you are participating in Apple’s Research app this is used
along with the Health section.

HomeKit: It's used for smart home apps that connect with Apple’s HomeKit service.

Media & Apple Music: Controls which apps have access to music stored with the Music app or streamed
from Apple Music

Files & Folders: Controls access to data you have in the Files app.

Motion & Fitness: Mostly used by fitness tracking apps and location navigation apps.

Analytics & Improvements: Where you determine which data you share with Apple to improve their
products and services.

Apple Advertising: Here you decide whether Apple can show personalized advertising in apps that use
Apple’s advertising feature.

For more information see these 2 articles on Apple’s website:
Location Services & Privacy
You have control over what you share




