JANUARY 2022 - PACKAGE DELIVERY AND OTHER SCAMS

Scammers have gotten very good at sending authentic-looking fake emails and text
messages that appear to come from valid companies such as your bank or delivery
services like UPS, FedEx and Amazon, among others. Here are some tips on how to
avoid getting scammed:

o Even if you are expecting a package don'’t click a link in an email or text
message. Instead, go to the website of the company to validate the message.

e If a message says you need to update your account at a retailer or bank you use
- again, don’t click the link — type their website in your browser.

« Don't click on links, phone numbers, or enter website details in the message no
matter how believable.

o Always be skeptical of any text that asks you to take action by clicking a link,
phoning a number, visiting a website using an address given in the text, or by
emailing. And never rush to action without thinking things through.



