
December 2023 – Watch Out for Gift Card Scams 

 

Here are 7 tips for staying secure when buying and using gift cards: 
1. Purchase online gift cards directly from the retailer or restaurant's website 

when possible. Avoid buying gift cards off third party websites, as the card 
numbers may have been compromised. 

2. For physical gift cards, examine the card carefully before buying. Look for 
signs of tampering like an exposed PIN number or damaged packaging. Only 
buy cards that appear untampered. 

3. Register your gift card with the issuer if that option is available. This creates a 
record of the card number and protects any remaining balance if the card is 
lost or stolen. 

4. Keep your gift card receipt and gift card number in a safe place in case you 
need to report it lost or stolen. 

5. Redeem cards soon after purchasing. Don't buy cards far in advance of when 
you plan to use them. 

6. For e-gift cards, make sure the link you receive is from the legitimate retailer's 
website. Watch for scammer imitation sites. 

7. Do not share pictures of gift card PINs or codes online or over text. 
Always report lost or stolen cards and any suspicion you've been scammed immediately 
so the funds can be frozen. Report it to the FTC, law enforcement, the place where you 
bought it and, if you have access to it, the card company itself (via a phone number 
you'll usually find on the back). 
 
Most importantly, think of gift cards as being like cash. If someone asks you to pay with 
them, it's likely a scam. No genuine business or government department will demand 
payment in this way. None. 
 


