FEBRUARY 2023 — HOW TO AVOID SOCIAL SECURITY SCAMS

Over the holiday season, the US Social Security Administration (SSA) issued a new
alert about imposter scams - people claiming to be from the organization both to find out
that precious number or frighten victims into paying money they don't owe.

Often, scammers threaten to freeze benefits, seize your bank account, take court
action, impose fines or even jail time if the victim doesn't pay up - scare tactics that are
especially effective against older folk.

The Social Security Administration says it "will never threaten, scare or pressure you to
take immediate action," so if a call or message uses this approach, you'll know it's a
scam.

According to Scambusters.org, the department does not request payments using
untraceable methods such as mailing cash, cryptocurrencies, gift cards or money-wiring
services.

Simply never give your full SSN over the phone or in response to unsolicited messages
or requests for you to "confirm" it, though it's not uncommon for genuine organizations
to ask for the last four digits.

Keep your card safe and protect your password if you use the SSA's website.
Moreover, never assume that just because someone already has your number, or they
provide photos credentials, that they are genuinely from Social Security or any other

organization they claim to work for.

If you do think you've been scammed, tell the SSA. There's an easy-to-complete
reporting form here: https://secure.ssa.gov/ipff/home

Finally, if you're worried or uncertain about any approach you've had from someone
claiming to be from Social Security, or any other government department, contact the
department via their real phone number or discuss the issue with someone you trust.



