MAY 2025 - PROTECT YOURSELF AGAINST ELDER FRAUD

According to the FBI, $3.4 Billion was lost by Seniors in 2023 due to fraud. This vicious and
insidious crime comes in many forms, from the phone, to an email, to a personal
interaction, and catches far too many people unawares, even those who think they’ve seen
“all the tricks.” Fortunately, there are some easy ways to protect oneself from the
scammers in the world.

Fraud can occur:

- Via US Mail: fake lottery prize winnings, fake charities, free lunch investment
seminars

- Via computer or cellphones: official-looking emails with links that are scams

- Via romance scams: sudden requests for large amounts of money, almost always
include a sense of urgency

- Via the landline telephone: The IRS, Treasury Department, and FBI will NEVER call
you to settle a debt

- Via a tech support scam: Someone asking you to allow them to connect to your
device to fix a problem

- Via a grandparent scam: a fake kidnapping, car accident, or jail for your grandchild.
Al voice cloning is now being used to sound like a real person

- Via In-person: Door-to-door repairs or sales, or a family member who wants you to
change your will

- Via Investment Meetings: there has been an increase in cryptocurrency investment
fraud

What is the hallmark of these types of scams? Unsolicited contact!
How can you protect yourself?

- Safeguard your financial information

- Safeguard your personal information

- Order your annual free credit report from www.annualcreditreport.com




- Use computer safe practices — use strong passwords

- Hang up the phone! Do not worry about being rude to someone who is asking for
your personal information

- Review your financial statements monthly

- Get at least 3 estimates for any repairs or services

- Don’t sign a contract until you have confirmed the vendor is valid
What to do if you have been scammed?

- Put a stop payment on your check

- Place a Fraud Alert with the 3 major credit agencies

- Report all mail-based crimes to USPIS.gov

- Report all in-person crimes to your local police department

- Call the National Elder Fraud Line at 1-833-372-8311



