
Don’t Trust ANY Text Message 
  
According to Office-Watch.com, the safest thing to do is NOT trust any text/SMS message 
from a bank, delivery company etc. The message might be real but could be a scam and 
you can lose thousands.  Fake bank text messages, usually designed to make you panic 
and call immediately, are still catching thousands of people every year.  Bogus parcel 
delivery messages are also used with a link to a web page that asks for credit card 
information to pay some non-existent fee.  And the list goes on.  Fortunately, there is a 
simple rule to follow that should address the problem: 
 
Don’t call the number in the text message 
If you get a text message from, say, a bank asking you to call a phone number – don’t call it! 
Instead use the phone number from another trusted source – like a bank statement, 
back of credit card. If the two numbers are different – that’s a caution flag right away. 
 
If you think the message is real, call the trusted number and explain the text message. If it’s 
a fake they’ll tell you. If the text is legitimate, they should transfer you to the right 
department. It might take longer, but it’s a lot safer. 
 
 
If You Think You Were Scammed 
Use the Better Business Bureau’s Scam Tracker tool at Find and Report a Scam | Better 
Business Bureau 
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